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Abstract OWith the development of Internet, 3D content hasnbesed more and more widely in
industrial, medical and entertainment applicatidlany researchers have paid much attention to
the management and protection of 3D content effityieand effectively. And many promising
researching results have been achieved. In thisrpapproposal, 3D content protection related
topics are comprehensively surveyed. Firstly, basiocepts and related definitions are given.
Then, main methods related to 3D content managearahiprotection are introduced. Next, we
focus on 3D watermarking such as typical watermadorithms and their application in 3D
management and protection. At the end of this @ame of our achievements in this field are
presented. Finally, some open problems and futari&ing directions are presented.
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1. Introduction

With the rapid development of 3D scanning technielgnd advances in 3D digital signal
processing, 3D content has become very commoneintarnet in recent years. There are many
methods to generate 3D content, such as desighing@lels with AutoCAD, 3D max, Maya etc
3D modeling software, creating 3D models from plob@ased on computer vision, producing
digital 3D models by scanning physical 3D objeaimg 3D scanning technologies.

A 3D model mainly consists of geometry informatiamd property information. The
geometry can be represented with different methsdsh as voxel representation, Constructive
Solid Geometry (CSG) representation and boundamesentation. Among following boundary
representation methods: implicit surface, parameturface, subdivision surface, polygonal mesh
model and point cloud surfaces, triangle mesh nsodeé used most widely comparatively.
Nowadays, 3D meshes are widely used in virtualityeatomputer aided design, games etc. A
mesh owns three different combinatorial elemengstices, edges, and facets. Mathematically, a

3D model can be described a4 ={V,,,C,,,R,} .which consists of a se¥, ={V},_0; 11
of n vertices V, with coordinate {X,Y,,z} , connectivity information
Cy =i ol veor.m 1. 01, Jiul  En-1. Where C,, is a set of trianglesj,, j,.l,

are the three vertices of thg kiangle, correspond to the index of vertex, armpprty se,, is

color, lighting, texture or null. Here we assunk®, is null.

The prevalence of 3D content creates an urgent fieedffectively management and



appropriate copyright protection schemes in digdiznedia. The remainder of this paper is
organized as follows. Section Il will simply intnace 3D content management and protection
methods. Section lll is dedicated to 3D watermaykincluding concept, existing algorithms and
presently accomplished achievement. Finally, Sectd discusses some open problems and
future working directions are presented.

2. Management and Protection of 3D Content
As mentioned elsewhere, technology advances allagy ereation of 3D models, and

Internet-based information sharing makes the graftavailable 3D models. In order to satisfy

the need of effectively management of 3D modelsitast-based 3D model retrieval received

great attention from 3D content field scholars aache achievement is made [1].

As to protection of 3D models, there are for vasiogasons. On the one hand, compared with
producing image, audio and video, it will take lofshuman resource and financial resource to
create 3D whatever method are used, and on the lodimel, some models in virtual museum are
created from cultural heritage under contract wtocly permits the models are distributed to
established scholars for noncommercial use[2].

Here we will not discuss the traditional cryptoldogsed 3D model protection methods. In
[3], @ 3D model protection solution based on remmetelering not using 3D APIs is adopted. And
we proposed a vertex shader programming basedatitex 3D model protection scheme [4].

The other hot research spot related to 3D modetegtion is 3D watermarking. Digital
watermarking [5-7] has been considered as the patefficient method for copyright protection
of digital contents. Digital Watermarking meansttteme secret information is hided into digital
content. Currently watermarking technology mairdgdses on media types such as still images,
audio and video streams [8-13]. In comparison tdiguvideo, and still-image data, some
different exists for watermarking 3D mesh model-15]. For example, arbitrary meshes lack a
natural parameterization for frequency-based sigmatessing, and thus they cannot adopt the
corresponding image watermarking algorithms thetlzsed on the frequency domain, such as
the wavelet transforms and the Fourier transformglhvmost image watermarking algorithms are
based on.

Watermarks can be divided into many kinds accordiffgrent criterion [16].

(a) According to medium type: watermark can be dividedge watermark, video watermark,
audio watermark, text watermark and 3D watermark.

(b) According to extracted method: watermark can besdfied into blind watermark, no-blind
watermark. Blind watermark means that extractedemadrk need not original models.
Non-blind watermark means that extracted waterma#ed original models.

(c) According to the embedding space: frequency -dofhased or spatial- domain-based
watermarking algorithms.

(d) According to robustness: there are robust watermamkl fragile watermark. Robust
watermark which is able to go through common malisi attacks, for copyright protection
purposes. However, sometimes the watermark istioteally designed to be fragile, even to
very slight modifications, in order to be used itheentication applications.

In the next section, we will discuss 3D watermagkim detail.

3. 3D Model Watermarking



In contrast with image watermarking and audio watgking, either from the maturity of
processing methods, or the number researcherbgatitersity of existing algorithms, 3D model
watermarking is at a more inferior position becanfsthe characteristics of 3D models.

3.1 The characteristics of 3D Model

For 3D models:

(&) There is no regular sampling. For image, thercor gray value is the regular
sampling inx-y plane. And for audio, the sampling is regularadmporal axis. But for
3D models, except for voxel model, the basic infation is geometry----the
coordinates of the vertices, which are irregular.

(b) There is no appropriate property to carry wateking information. For image and
audio, each sampling position has one sample \aligast. For 3D models, there is no
other property except fot,y,zcoordinates for a vertex under most situation.

(c) There is no propasynchronization information. Fdmage and audio, what modified
in watermarking process is sample value rather Eapgsition, which can be used to
synchronize For 3D models, what modified in watermarking @mes is sample
position in all probability.

There are other difficulties, such as too manycigaAnd for the models used in specific fields,
there are other limits for watermarking it. For exde, CAD model has little tolerance to modify.
3.2 Classification and representative algorithms

In theory, 3D model watermarking algorithms candessified into blind and non-blind
algorithm according to whether extra informationrégjuired in extracting process. In practice,
there are very little blind algorithm because 3Ddeldacksynchronization information. Even
for the blind scheme, its robustness is in problem.

Here we introduce classify the algorithms into daoling groups according to its working
domain.

(a) Spatial domain algorithms

This kind of method embedding watermark informatiyrmodifying the vertex coordinates.
Such as watermarking algorithms of Triangle SintyaQuadruple (TSQ), Tetrahedral Volume
Ratio (TVR), Triangle Strip Peeling Symbol (TSP®psence proposed by Ohbuchi [17-18].
Benedens’ watermarking algorithms [19-20], whichdifies the histograms of surface normal to
embed information are working in spatial domain.

(b) Multiresolution based transform domain alduoris

Watermarking scheme presented by Praun and Karaimsltiresolution decomposition to
watermark 3D polygon meshes [21-22].

(c) Spherical Harmonics based frequency domairriitoos

Li [24] and Jin [25] propose the spherical harmenimsed frequency domain algorithms
according to spherical harmonics 3D surface f{i&&]. This kind of method will be described in
detail in next sub-section.

(d) Manifold Harmonics based frequency domain atgors

The theory basic of this kind of method is the spéageometry processing with manifold
harmonics [26].The watermark primitives are intitn8D shape descriptors: the analytic and
continuous geometric volume moments. The meshsisrbrmalized by using its global moments,
and decomposed into patches by discretizing itsdyt domain. Then, one bit is inserted in each
candidate patch by quantizing its local zero-ordement, through a modified scalar Costa



scheme [27].
3.30ur watermark algorithms

Our group has developed some robust 3D mesh watdrmga We introduce some typical
algorithms by distinguishing them between “Frequ¢rdomain and “Spatial” domain algorithms
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1)“Frequency” domain algorithms:

Yin [28] developed a robust mesh watermarking basednulti-resolution processing. This
algorithm adopted Guskov’s multiresolution signedqessing method for meshes and use his 3D
non-uniform relaxation operator to construct a BAdgtelson pyramid for the mesh, and then



watermarking formation is embedded into a suitaolarser mesh. Since all the computation and
data structures are the same as those used in ulieresolution signal processing, our mesh
watermarking algorithm can be integrated naturallth the multi-resolution mesh processing
toolbox. To detect watermarks, registration andampling are needed to bring the attacked mesh
model back into its original location, orientatiatale, topology and resolution level.
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Fig 5 The framework for processing signals oveitaty meshes based on the spherical
parameterization algorithm.
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Fig 6 The flowchart of spherical parameterizatit@odathm

The basic procedures of our watermarking algoriénenshown in Fig. 1. The upper part of Fig.
1 stands for the watermark embedding process. Gwerlpart of Fig. 1 stands for the watermark
detection process. Building a B-A pyramid for a m&sa common component of both watermark
embedding and detection.

Experimental results and attack analysis are gigeshow that our watermarking algorithm is
robust under a variety of attacks, including vertexrdering, noise addition, simplification,
filtering and enhancement, cropping, etc. The fater of system is shown in Fig. 2. Original
model and watermark model showed as Fig 3. Fig a&tacked models. Table 1 showed attack
analysis of mesh watermarking.

This watermarking method has two major advantages:All the computation and data



structures are the same with those used in therasdtution signal processing methods proposed
by Guskov, so our mesh watermarking algorithm canirttegrated with his mesh processing
toolbox naturally. (b) Watermarks are inclined tovéve when mesh models are processed by
various multiresolution mesh processing operati@irsze multiresolution signal processing of
meshes mainly operates on the high frequency coemsmwhile our watermarks are embedded
into the low-frequency components. However, thisenrmarking method is not a blind one, which

means that the watermark detection requires adoeize original mesh data and the original
embedded watermark.
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Fig. 9. Some experimental results of the rabbit @h¢t0,002 vertices, 20,000 faces). (a) Rabbit
model, (b) watermarked model, (c) attack B, (dA&ktC and (e) attack I.
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Fig. 10. Some experimental results of attacks @éaQbw 3D model (2,904 vertices, 5,804 faces).
(a) Cow model, (b) watermarked cow, (c) attackd),dttack T and (e) attack O.

Fig. 11. Some experimental results of attacks ¢édvnus head model (10,002 vertices, 20,000
faces). (a) Venus head model, (b) watermarked méclehttack R, (d) attack S and (e) attack P.
Table 1 Attack analysis of mesh watermarking

Attack Reg Res Attack parameters and descriptions Corr
Vertex reorder ,,-" Shuffle vertex number randomly 0.7856
Noise addition Uniform noise amplitude is 0.45% of the largest dimension of the object 0.5184
Mudtiple water-mark ing
Type A Embed a first watermark of 250 bits, a second watermark of 350 bits
Detect the first watermark 0.7504
Detect the second watermark 0.7844
Type B Embed a first watermark of 250 bits, a second watermark of 250 bits
Detect the first watermark 0.5600
Detect the second watermark 0.7440

Simplification

Type A J Half-edge collapse simplification, remove 7/8 vertices, 847 vertices left 0.6656
Type B J Merge near-coplanar faces simplification [18], M level, 1555 vertices 0.5600
left on average

Multiresolution filtering Set the details of level 1269 <n <6769 in the mesh pyramid to 0 0.6464
Multiresolution enhancement Multiply the details of level 1269 <n=<6769 in the mesh pyramid by 2 0.6258
Single resolution filtering 15 relaxation steps 0.6752
Single resolution enhancement Multiply all details by 2 after 15 relaxation steps 0.7264
Cropping ) J 1077 vertices cropped on average 0.6512
Similarity transform \,-'_ ) Users input transformations randomly from the GUI 0.7792
Combined attacks J J Second watermarking, vertex reorder, simplification, noise addition, 0.4256

single resolution filtering, cropping and similarity transform

Li[24] proposed a robust 3D triangular mesh wateking algorithm by applying spherical
parameterization. First, we transform the coordingignals of the 3D triangular mesh into
spherical signals using a global spherical paratizgaetéon and an even sampling scheme. Fig.5.
shows the framework for processing signals oveitrarlg triangular meshes based on the
spherical parameterization method. The processeqs ©f the spherical parameterization method
are given in Fig.6. Then, spherical harmonic trameftion is used to generate some data for
embedding watermarks. As a result, the watermasksbe embedded in the Fourier-frequency



domain of the original mesh. The watermark embegldifgorithm illustrated in Fig.7. The
process of the watermark extraction algorithm iscdbed by the following steps (see Fig. 8)
Table 2 Typical attacks types

Attack types

1% uniform noise

2% umiform noise

Cut (delete vertex of (=50 to 50, —50 to 50, —50 to 50))
Cut (delete vertex of (200 to 250, —100 to 100, —50 to 50))
Translation (x+ 11, y — 10, z— 20)

Rotation (rotate x-coordinate 207)

Rotation (rotate y-coordinate 50° and z-coordinate 607)
Reorder

Scale (X-scale 0.6, Y-scale 2, Z-scale 1.5)
Scale (X-scale 0.1, Y-scale 2, Z-scale (L5)

Scale (X-scale 2, Y-scale 0.5, Z-scale 0.2)

Combined attacks (translation and rotation)

Combined attacks (translation and scale)

Combined attacks (noise and rotation)

Combined attacks (scale and cut)

Combined attacks (scale and noise)

Re-sampling

Filter (mesh smoothing)

Enhancement

HUmOoROZZCOARSTIOTDOOE B

Simplification (remove 1/8 vertices)

Table 3 Comparison between our algorithm and therithm proposed in paper [16]

Attack types Attack parameters and descriptions Preprocessing Result (correlation)
Our algorithm Paper [12] Our Paper [12]  Our Faper [12]
algorithm algorithm
MNoise 1% uniform noise 0.45% umform nose 1 0.5184
Crop 13% vertices cropped 15%; vertices cropped 1 0.6512
Similarity transforms Translation, rotation or scale  Users input 1 07792
transformations
randomly from the GUIL
Vertex reorder Shuffle vertex number Shuffle vertex number * 1 {.7856
randomly randomly
Filter Filter the spherical hammenic  Set the details of level 1 (.6464
data by Eq. {12) 12695-46 769 in the mesh
pyramid to
Enhancement Muldply the spherical Multiply the details of 1 {.6258

lewel 1260546769 m the
mesh pyramid by 2

harmonic data by Eq. (13)
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Fig 12 Pipeline of embedding watermark
Experimental results show that our watermarkingidtigm is robust since watermarks can be
extracted without mesh alignment or re-meshing uralevariety of attacks, including noise
addition, crop, filtering, enhancement, rotatioanslation, scale and re-sampling (see Fig 9-11).
Compared with other methods, watermarks used irlg@rithm can be extracted without mesh
alignment and re-meshing under some attacks.



Table 4 Attacking results

Attack types Detected watermark
No attacks MoCopy’
Cropping ‘NoCopy”
Eotation MoCopy’
Uniform sealing MoCopy’
Translation scaling WolCopy
Vertex permuation MoCopy’

The embedded watermark 13 "NoCopy'.
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Fig 13 Attack experiments
The experimental results show the efficiency of #hgorithm both in visual quality and in
robustness against translation, rotation, scatimgpping and vertex permutation.(showed as table.
3 and Fig 13).
2) spatial domain algorithms



Sun [29] introduced 3D watermarking algorithm basedlocal coordinate system. In this
algorithm, one local coordinate system is createdefich embedding primitive first. Then the
watermark, which is a readable string, is encodéa a binary sequence and embedded bit by bit
by modifying the position of vertices’ projectioimsthe local coordinate system. The watermarked
model is achieved by calculating the new positibthe watermarked vertices from their modified
projections. The proposed scheme does not recereriginal model for detecting watermarks.
The pipeline of embedding watermark illustratedFig.12. The watermark detection aims to
extract the information embedded in the models iptesly, which is the inverse process of
watermark embedding on the whole.
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Fig 15 Pipeline of extracting watermark
Other watermarking algorithm of 3D watermarking dzh®n surface’s principal directions is
developed[30]. Watermark information are embedded 8D models by modifying the position
of the vertices through moving vertices along tipeincipal directions
The pipeline of embedding and extracting waternmaylshowed as Fig 14 and 15.
Experimental results show that this watermarkingoathm is robust against translation and
rotation, scaling, resorting, smoothing, croppisee( Fig.16 and table 4,5)

Table 5 Compare model similarity between originadel and watermarked model

Venus Eabbit Bunny
PSNR 37.25 38. 41 38. 33
SNR 126. 25 127. 34 129. 17
Hausdorff 0. 0012 0. 0080 0. 0009




Fig 16 Attacks experiments

Table 6 Normalizing hamming distance between oaigivatermark and extracted

watermark(%o)
attaks Venus Rabbit Bunny

(verticesgzsg)| (vertices2582) |(vertices3ng?9)
no attacks 100 100 100
translation 100 100 100
cropping(26%) 100 100 100
cropping(40%) 29, 97 94, 44 100
rotation 100 100 100
scaling 100 100 100
re-sorting 100 100 100
filtering (o,=2.0,=02) 100 100 100
filtering | Op = '—l.CTg =04) 93. 05 o4, 44 97. 22

4 Conclusions

Protection algorithms of 3D content appear as &rasting and promising research area.
The userscan embed watermarks into digital products which isigiesd to protect his
intellectual properties. However, there are manfficdities stated in 3D watermark
researching area. Frequency watermarking has strohgstness, but its computational
complexity is relatively high, and the de-synchmaion problem is not easy to handle.
Spatial watermarking is on the contrary. Its apitif anti-attacks is weak. Moreover, there is
lack of effective evaluation measurements of existalgorithms. Therefore, research of
evaluation measurement will effectively promote tleelopment of 3D watermarking. The
improvement of 3D model management and protectepedds heavily on the achievement
in the basic research of 3D model processing theory
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