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1. Introduction 

This document is intended to define an information model of rights expression 

and protection for the open digital content. The duty of OA-DRM is to enable the 

secure use of digital content, and make sure it is available and usable to the 

authorized users. 

OA-DRM is trying to provide a general standard for reasonable use   of open 

digital content, the objectives include: 

1 To provide a rights management framework for digital content’s long-term 

preservation;��

2 To offer a general way of expression for digital content’s reasonable use; 

3 To lay the foundation for the secure application of digital content; 

4 To provide monitoring and traceable mechanisms for the use of digital 

content. 

The scope of OA-DRM including: 

1 The confidentiality of the digital content to be protected; 



2 The integrity of the digital content to be protected; 

3 To enable the consumption of digital content to be protected in a controlled 

manner; 

4 To prevent the piracy to the digital content to be protected. 

5 To provide Automatic monitoring and tracking to the consumption of 

digital content to be protected. 

6 Preservation of the operation and modification history to digital content to 

be protected. 

7 Support for the protocols and agreements among user, publisher and 

manager etc.  

8 To ensure the confidentiality of the user and content provider’s privacy. 

The OA-DRM specification described the whole process of the reasonable use 

of the digital content, including rights expression, license management, and privacy 

protection, etc. 

2. Related work 

At present, in order to protect digital content (including eBook, txt, pictures, 

audio/video files, etc.) from unauthorized use, many well known international 

computer companies and research institutes have released their products and systems, 

such as Microsoft WMR InterTrust DigiBo, Rights System IBM EMMS

RealNetworks Helix DRM Adobe Content Server  Geneva university’s Hep project 

in �6�Z�L�W�]�H�U�O�D�Q�G Twente university’s SUMMER project in Holland, etc.  

Microsoft applied DRM technology in Windows XP Office XP, etc. In domestic, 
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Academy of Sciences Xi'an Jiaotong University, etc. have also done a lot of work  

Some international standard organizations, such as Open E-Book Forum

OEBF MPEG OMA Open Mobile Alliance IETF Internet Engineering Task 

Force IEEE LTSC Learning Technology Standards Committee  and W3C World 

Wide Web Consortium are in research of the standardization issues of digital rights 

expression At present the popular digital rights expression language including 

MPEG-21 Rights Expression Language OMA Open Digital Rights Language 

CreativeCommons METSR XrML eXtensible Rights Management Language

ODRL Open Digital Rights Language ,etc. 

3. The study 

OA-DRM specification includes rights expression language supporting 

reasonable use of digital content and basic information model of digital content 

copyright protection. 

The basic information model of digital content copyright protection includes 

OA-DRM system model, workflow and function modules; information package 

structure and type of the digital content to be protected; identifier of digital content; 

basis cryptographic verification and signing algorithm. 

Digital content copyright protection should support the description of different 

access and distributed application mode, and lay application foundation for copyright 

protection. According to the intellectual property(IP) of different digital content and 

the different access requirement of the same digital content, the rights expression 

language should provide accurate operational expression method and execution 

mechanism, it also should offer flexible extensible copyright protection support for 

different application systems and models. Therefore, the long-term preservation of 



digital content copyright protection should provide a flexible rights expression 

language.  

4. Digital content rights management framework 

Long-term preservation of digital content mainly involves intellectual property 

law, contract law, the state secrets law, privacy protection related laws and 

regulations. Comparatively speaking, intellectual property law affects the long-term 

preservation of digital content the most. 

The main issues involved in long-term preservation of digital content are 1) To 

protect digital content from unauthorized modification and destruction 2) to make 

sure digital content being used legitimately 3) To maintain long-term preserved 

digital content readable and integrated. The first two issues mentioned above involve 

using the technical measures to protect information security and reasonable use; the 

third issue is about information content and format standardization. 

Therefore, the preserved digital content should be archived with the most stable 

technology and general standard, and be compatible with relevant industry standards 

and international specification, this is the first problem we should solve first. 

4.1. Digital content rights expression 

The major digital rights expression language including XrML�ÃODRL�ÃDOI and 

OeB. These rights expression languages are proposed for special industries, and 

different description models and expression models for rights are raised in need in 

specific application scenarios. For example, Mpeg-21 REL is developed for 

multimedia services. OMA is created for wireless mobile field rights description 

under ODRL. The long-term preservation and use of digital content are not yet have 

a basic model, and this is the key point to solve the problem.  

The core set of rights expression in the long-term preservation and management 

of digital information framework is showed in picture 1. The core elements are 



Rights, Subject, Content and Constrains. 
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Pic.1: the core set of rights expression 

Subject: defines a series of entities and roles, such as persons, organizations, 

machines, application programs, network terminal and so on. 

Rights: defines the type of rights to use digital content, such as save, read, open 

and so on. The types include use, manage, re-use, rights transfer, for example lend 

and distribute, etc. 

Content: defines the files, media, e-books for subject to access. 

Constraints: defines user, equipment, quantity, time, area, quality, purpose, 

restrictions on use of state. 

Digital rights expression language defines the permission set that the subject 

has which rights to use specific content in which condition. 

4.2. The information model of digital rights management  

Digital rights management runs throughout the entire life circle of the long-term 

preservation and use of digital content (such as uptake, conservation, management 

and access). Meanwhile, it provides the corresponding obligations and restrictions 

for various uses and operates, and records tracking information of creation, use of 

resources. It supports a variety of rights for digital content description, management 

and control. 

The information package of digital rights management are divided into 



SIP(Submission Information Package), AIP(Archival Information Package), 

DIP(Dissemination Information Package). To use these information packages, it 

needs rights management and admission control. Picture 2 shows the framework of 

digital content rights management.  
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Pic.2: the framework of digital content rights management 

Content packaging: the content producer uses watermarking, encryption or 

setting the initial permission to protect the digital, and provide digital content 

management system, and save the information of content protection into the 

copyright protection and authorization module.   

Content using: to get the right permitted information through clients, and to 

make rational use of digital content under permitted conditions. 

Content management: the department of digital content management, such as 

libraries and museums, to get the rights information through interacting with rights 

protection module, and control the technology and submit to the client of content 

using, and record the use information.  

Rights protection: the rights manager use it to manage the rights permission, 

provide the functions of encryption, license management, use regulation and rights 

tracking for content copyright protection, use and distribution. 


